


ctrIX OS is the open, secure and
extendable industrial operating system.

Ready to run on many devices!
Suitable for all automation tasks.







I

ctriX CORE

DISTRIBUTE AUTOMATION SOLUTION ON ALL LEVELS

» Max out the available performance

= Merging IT and OT & enable new business models

» Edge features (Device Portal, App store, Community, Licensing tools)

» Powerful data networking within the automation solution without
programming (ctrlX Data Layer)

CONSISTENT AND OPEN AUTOMATION SOLUTION

» Benefit from open automation platform by running own apps
= Continuously growing Rexroth/partner offer

»= One toolchain across the entire solution

» Concentrate capacities on core competencies / know how

Third-party field, edge, server devices

HARDWARE INDEPENDENT
Upgrade existing automation infrastructure or choose optimal
devices for target application.

INDUSTRIAL GRADE
Continuously maintained, updated, cleared legacy, compatibility
within the platform.
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“Our goal with ctrl = OS is to create a true alternative to proprietary platforms
and establish an open, worldwide leading automation ecosystem.

Together with our previous partners WAGO, Nokia, Dell Technologies and
congatec, we are now taking the next step.

ctrl© OS will be positioned even more strongly than before as a universal,
vendor-neutral operating system for a wide range of industrial applications,”

rexroth
A Bosch Company



ctriX OS
Cyber Resilience Act

VULNERABILTY HANDLING REQUIREMENTS MANUFACTURER OBLICATIONS

Manufacturers of the products with digital elements shall identify I\{Ia.m.ufacturers must ‘no.tify abo.ut‘actively exploifed
and document vulnerabilities and components contained in the vulnerabilities & any severe incident within a very short time
product, address and remediate vulnerabilities without delay interval (24h for early warning)

ctrlX OS

PRODUCT CYBERSECU RITY Cyber Resilience Act ready
REQUIREMENTS

Products must be developed, designed and produced in a

way so that an appropriate level of cybersecurity based on
the risks that are assessed for the products is ensured.

Quelle: https://www.europarl.europa.eu/doceo/document/TA-9-2024-0130-FNL-COR01 DE.pdf
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https://www.europarl.europa.eu/doceo/document/TA-9-2024-0130-FNL-COR01_DE.pdf

ctriX OS
Voice of current ctrlX OS OEMs

ADDED VALUE | ,_.
ACHIEVED FOR whc | & | 5 oot

A Bosch Company
SYSTEM AND TECHNOLOGY PARTNER

CUSTOMERS _

» HIGH PERFORMANCE AND REAL-TIME CAPABILITY = SIMPLIFIED DEVELOPMENT: Combined building blocks at the

= IT SECURITY hardware and software levels

= EASE OF USE = FASTER TIME-TO-MARKET: while providing a high level of design

» Easy SOFTWARE EXTENSION security

= Greater VERSATILITY IN INTEGRATING sensors, protocols = COMPREHENSIVE AND APPLICATION-ORIENTED SOFTWARE
and standards into the automation level SUPPORT

= ATTRACTIVE MODULAR AND SCALABLE SOLUTIONS

=
|
ctrlX 0S

MAKES IT POSSIBLE TO IMPLEMENT THIS IN THE SHORTEST POSSIBLE TIME

rexroth
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ctriX OS
Main features

[

]
ctrlX OS

Open and Secure

Software Platform which is industrial grade,
real-time capable, with a micro-service
based architecture, data-driven, usable on
all OT/IT levels, secure, administrable,

ready to run on many devices, web-based
engineering
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ctriX0S ctrlXOS ctriIXOS | ctrlX0S
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OPC UA SAFETY 7 lloT Cloud
El A e R
ds VR Vi
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Extendable

With many validated apps from ctrIX OS
Store, or build and reuse your own apps

wAacao rexroth 45
BBBBBBBBBBB ’ !
NOKIA DUL 4: ectriX =

Il; = | O congatec ‘.. world ﬂ
L

L,QR

Enabling Co-Creation

Broad network of partners and developers:
ctrlX OS OEM with ctrIX OS devices, Co-

Creation with ctrlX World partners, developer
community

rexroth
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ctriX OS

Open and secure software architecture

INDUSTRIAL GRADE
REAL-TIME LINUX
APP TECHNOLOGY

ALL PROGRAMMING
LANGUAGES

OPEN STANDARDS ONLY

WEB-BASED
ENGINEERING

SEAMLESS 10T
INTEGRATION

CERTIFIED IT SECURITY
REMOTE ADMIN
CONNECTION TO:

v ctrl OS Store

v ctrl Device Portal

v ctrl Data Layer 1+n

ctrIX OS Apps
. available @ ctrlX OS Store
Device Automation
Admin Core
o | | EAERED o |5
ctrlX0S | ctrlXO0S | ctrlX OS o |

SERVER Node-RED FANUC

Customer-specific
Apps

Own app development

1l

Solutions

ctrl

Data Layer
Container host

LINUX - real time (Ubuntu Core)

Il —

ctrlX OS

Device

rexroth

A Bosch Company




ctriX OS

Open and secure on all OT/IT levels

Consistency in:

—eo Distributed Topologies

—e Use of Apps
& Engineering

—e Data Availability

—e |T Security &
Remote Connectivity

—e Access to Store
& Partner Solutions

IT
Higher Server
Latency’ & Cloud
Edge
& IPC
oT
Lower .
Latency’ Field

@

]
ctrlX 0S

Third-Party

@

=]

ctrlX 0S

Rexroth &
Third-Party

@

=1

ctrlX 0S

Rexroth &
Third-Party

' I Rexroth &

Third-Party

Third-Party

Flexible
deployment

of solutions
and workloads

' Depending on hardware platform
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ctriX OS
Co-Creation at all levels

ctriX Device Portal

oo ﬂl
IT Higher Latency" o —_:(i.\
Server  [ESEET '
CONSISTENT & Cloud —! Third-Party
OVER ALL LEVELS: ‘
= Useofaohs, cdge i TR
engineerng y &1PC Rexroth & Rexroth &
« Data availability Third-Party Third-Party
» |T security
» Utilizing the = =
Ctr‘X W0r|d "I ctrixos 1" cerix os
Field ' N N
'] | Rexroth & '] | Rexroth &
Third-Party Third-Party
OT Lower Latency’

1 Depending on hardware platform
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ctriX OS
ctrlX Device Portal for central device and software management

P Engineering, service
EmMIMISSIOTNg & maintenance

\ (]

= » See and manage your devices, apps, and licenses in

one place
» Remote execution and scheduling of mass commands
s and rollouts

m » Manage your own backups, configurations, connected
devices + apps remotely

. » Remote access via VPN for troubleshooting
Gl » Edge Solution available for Secure Network separation

rexroth

A Bosch Company



ctriX OS
Extendable with apps from ctrX OS Store

lloT Cloud

Monitor - Operate

ctrlX OS

m |:| EtherCAT
Master

() BOSCH

ctrlX OS

ctrlX OS | YOUR

dece BED InfluxDB
I'l)' ~ WEBIQ
SERVER ctrlX 0S DRIVE
Engineering
opc UA napse® Monitor
rexroth mosaunﬁo Server N

Engineering ctrlX OS
ctrlX 0OS e

PWEB-ES

NU : (I\F3a ctrlX OS
, . ctrlX OS [, P Publ/Sub
EEBUS 1/0 MOTION
N’
ctrlX OS

wAaco ctrlx os | ctrlX OS

Customer decides what is All apps are validated

> 80 Apps 5 ;2 ¢ the best solution for the and signed for ctrlX OS

i hallenges!
/o 50% from 3¢ party and automation ¢ g

continuously growing

rexroth
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ctriX OS
Co-Creation: Everybody can program it and develop own apps

Program your PLC application

ctrlX 0S ctriX 0S

= — with CODESYS-based PLC Engineering S
and Runtime based on IEC 61131 e 3t
1EG 611313 comtrol |
Develop your apps @ A
</> for ctrlX OS devices in any | B
Linux-supported programming language =GO = —
ctrIX OS SDK on GitHub -
Find our ctrIX OS Software Development Kit in GitHub here. f
. . . SDK for ctrIX AUTOMATION H
The corresponding app guideline can be found here. g
ctriIX OS Community
Feel free to exchange in our ctrlX OS Community and

Forum and learn from best-practices & How-Tos

Security included
PLC projects and apps are compiled, apps are further

signed for ctrlX OS devices, based on license system with
protected local license endpoint (TPM-based)

ctrIX AUTOMATION - DRIVE

rexroth

A Bosch Company


https://github.com/boschrexroth/ctrlx-automation-sdk
https://developer.community.boschrexroth.com/t5/Store-and-How-to/Create-and-change-a-GIT-repository-on-GitHub/ba-p/12242
https://developer.community.boschrexroth.com/t5/ctrlX-AUTOMATION-Community/ct-p/dcdev_community
https://developer.community.boschrexroth.com/t5/Forum-ctrlX-AUTOMATION/ct-p/dcdev_community-bunit-dcae/?page=1&size=25&sort=latest-topics&filter=none&search=&mymessages=
https://developer.community.boschrexroth.com/t5/Store-and-How-to/bg-p/dcdev_community-dev-blog/label-name/rex_c_How-to

ctriX OS
Co-Creation with a strong ctrIX OS Community

Knowledge exchange, growth of

know-how and support in the
ctrlX OS Community on

Line and offline

TN - 7=
ST, S
1T ]

rexroth
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ctriX OS
IT Security included in ctrIX OS

i by default
v Secure by design & secure : . -
v Protects data which is stored or transmitted or otherwise pro

ili tches
v Provides the platform to distribute and to apply vulnerability pa

without delay and side effects
v Robust, resilient and ready for the CRA
v Further IT Security Consulting available

Secure by Default
Ct rlx Os Secure by Design

@ Minimal software Maximum

Practical ctrlX CORE
configuration security
Features for

user management
Features for the Logbook
user management management of

certificates and keys

Cyber Resilience Act ready

functions

rexroth

A Bosch Company



ctriX OS
IT Security: ctrlX CORE

rexroth ctrlX CORE

v' Secure by default

encrypted data transfer, minimal network footprint

ctrlX OS devices
are secure!

v" |oT integration with security by design
compliant to IEC62443 SL2 (SL3 in preparation)

v' Secure update deployment
ctrIX OS Store, ctrIX Device Portal

v Flexible IT Security configuration

Sessions and password policies, services configuration, ...

v" Functionally expandable
with additional security apps from the ctrlX OS Store

yber Mesilience Act ready

W U 24V
l® U GND

o
e
o
4 ><

rexroth
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ctriX OS

Truly open: Co-creation with the Partner Network ctrlX World

@

100+ ctrlX World Partners complement
with their solutions

==

—©

Addressing > 150 use cases

Apps, Device and Services partnerships

Open for everyone who would
like to contribute

Official onboarding process
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ctriX OS
References

ctrlX OS OEM ctrlX OS OEM as virtual M—L
WAEU for COM boards O congatec service partner
First official OEM since 2023. Official partner since 2024 Official partner since 2023 I\O<|A
Pioneering ctrIX OS into new COM boards for the world Merging the worlds of OT
markets. beyond automation and IT
ctriXOsfor.. 4O Energy ctrlxosfor... &) Medical ctrixos for... @] General
.. Automation Automation
oo - - [ma oo = o
% ] Building % = Transportation % ] Building
ctrlX 0S i Automation ctrlX 0S — ctrlX 0S L Automation
General - ] . E—1 |T departments
— . — J Your devi — =] .
@ Automation [j our device ] cross domain
ctriX OS on ... ctrlX OS on ... ctrlX OS on ... r
oo E ; oo ﬂ oo Dell NativeEdge
= e = , =
ctrlX 05 | iE 4 ctrlX 0S| ‘ ctrlX 0S = ===
cee cos Nokia MXIE
rexroth
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ctriX World

Partner software and hardware solutions on all levels

I ——

SERVICES ctrlX OS ctrlX 0S E\
Device | | doctr
Q @ , ctrlX 0S
7
’l
PLC
ENGINEER'NG Engineering
ctrix 08 ctrlX oS
HMI o
Engineering ‘i:'. ﬁg‘}ﬁ
<[> D l ctrlX 0§ ctrlX 0S
[
OP::':A
APPS
ctrlX 0S ctrlX 0S ctrlX 0S

EtherCAT 2=
,'f;'ctrlx
1) World
N
E ctrlX 0§ | ctrlX 0S

\l

ctriX Device Portal

oono
IL
C\ Internet |
Plant or machine network
| | | | |
doctrix || decerix 7 . .
oy World %y World eee
L ) ctriX HMI ctriX CORE
oo
=Bl EtherCAT | .-
| lf':"ﬁrl{& o o
e or Lk Lk Lk
Device ctriX I/O ctrIX DRIVE Motors
Sensors
,":' rlX  ctrIX World Partner
World

Software and Hardware Solutions
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ctriX World
The fastest growing partner network in automation

100+ >150

partners use cases together
| | Z

o
| 4

40+ 50+ |l 'V\il:cl;ﬁgl

rexroth
A Bosch Company
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ctrlX World apps partner how-tos
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ctriX World
>150 use cases that our partners cover together with us

&l

Extract data from
machines &
components

<12

Use modern
programming languages
to automate

[

Deploy machines
with ease and speed!

Effortless machine
operation for efficiency!

I

Use vision & image
recognition for visible
value

B

Connectivity and
efficiency through
machine retrofit!

%

Unlock remote machine
management anywhere,
anytime!

Safeguard industrial
machinery insights with
elevated data security

Harmonize data across
different manufacturers!

uI]“T

Increase your OEE

)

Reduce & optimize your
cycle times

Reduce energy waste

Seamless MES
integration for
manufacturing
connectivity!

o—

o

Innovate with 3" party
component integration
in ctriX AUTOMATION!

A

Deliver optimal user-
centric HMI experiences

Simple robotics usability
integrate robots

rexroth

A Bosch Company
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ctriX World 4z

'ctrlX
100+ Partners { ' " World
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ctriX World

An ecosystem built on trust!

Y

We take care

with app validation team,
plugfests and contracting for
quality assurance

One-stop shop

for ease of use, terms
& conditions, continuous
user experience

2

Open for everyone

with IDEAs and willingness
to extend solution space
with cool solutions

rexroth

A Bosch Company



ctriX OS
New LTS Version 2.6

NEW FUNCTIONS

v Optimized boot time

v Re-designed logbook

v Ethernet port configuration (CORE X3)
v Support of new Ubuntu Core 22

v Dongle with pre-installed licenses

v Firmware update via web interface

v Extended retain memory configuration
v Lossless ctriX Data Layer subscription
v Optimized system backup- and restore
v Customizable homepage using widgets
v Flexible assignment of NRT/RT CPU cores

AVAILABLE FOR
DEVICES FROM O congatec

DZLL NOLIA rexroth WA

Technologies A Bosch Company

NEW APPS & ENGINEERING TOOLS

Model System
Connact overview

Bo9Y B

v Model Connect

v System Overview

v 1XON Cloud Connector

v 36ZERO Vision
Connector

ctrlX OS

LTS 2.6

EXTENSIVE UPDATES & IM

\DE PLC MOTION 30 Viewer \/ ‘ D E

o rCe:::r Resilience Act m m m m v P LC
v MOTION

e e ED B o foeco

v Oscilloscope

v HD Vision Syste

v CODESYS - Pr

v Bosch Connecte

plus

open to i | cooreine v OPC UA Client
other devices

o

ms — LumiScan Suite

fessional Developer Edition

d Industry — Nexeed Control

PROVEMENTS

v OPC UA Server

v OPC UA Pub/Sub

v EtherCAT Master

v ctrl’ PLC Engineering

v ctrl- WORKS Engineering

rexroth
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ctriX OS
Pre-conditions

=

— — o
—

ctrlX OS — @

Third-party Field, Edge, Server devices

BASIC SYSTEM REQUIREMENTS
v 2 CPU cores (possible split of RT/NRT applications)

v 2 GB RAM

v 8 GB disc memory
v 64bit platform

v AMD64 Architecture

SECURITY

« UEFI secure boot (certificate handling)

SECURE HARDWARE ANCHOR
LICENSE ENFORCEMENT

FOR

= One pSD reader for pSD dongle licensing per ctriX OS device

(0]

= TPM 2.0 capable interface (e.g. Intel P
manufacturing processes

TT, AMD fTPM) and respective

rexroth

A Bosch Company



ctriX OS
Use cases

FIELD

Any Applications

= &
| | [ |
+ Al
' ctrlX 0S pp App
|
Control Unit

EDGE

Intralogistics, AGVs

i -+ Fleet Control

ctrlX 0S

SERVER

Quality Inspection

Server =
== = WYl Vision

ctrlX 0S

IPC Robot
Control
L ' Motion
C“ L ~ A\ _'_‘_IT\ O- Control
Iy E@ i & -|| =8
A O
Ej : ctrlX 0S + ik H® \. ‘Ql
L] XX 2 n
AGV Motion Scanner/ AGVs
Control Unit Camera Robot Control Robot Camera
Unit
ctrlX OS for ... ctrlX OS for ... ctrlX OS for ...
APPLICATIONS IN- AND OUTSIDE OF DECENTRAL AGV MOTION CONTROL ROBOT CONTROL AND Al/
FACTORY AUTOMATION AND CENTRAL FLEET MANAGEMENT VISION APPLICATIONS

rexroth
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ctriX OS
References

ctrlX OS OEM ctrlX OS OEM as virtual M—L
WAEU for COM boards O congatec service partner
First official OEM since 2023. Official partner since 2024 Official partner since 2023 I\O<|A
Pioneering ctrIX OS into new COM boards for the world Merging the worlds of OT
markets. beyond automation and IT
ctriXOsfor.. 4O Energy ctrlxosfor... &) Medical ctrixos for... @] General
.. Automation Automation
oo - - [ma oo = o
% ] Building % = Transportation % ] Building
ctrlX 0S i Automation ctrlX 0S — ctrlX 0S L Automation
General - ] . E—1 |T departments
— . — J Your devi — =] .
@ Automation [j our device ] cross domain
ctriX OS on ... ctrlX OS on ... ctrlX OS on ... r
oo E ; oo ﬂ oo Dell NativeEdge
= e = , =
ctrlX 05 | iE 4 ctrlX 0S| ‘ ctrlX 0S = ===
cee cos Nokia MXIE
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ctriX OS

Use cases with ctrlX OS within the Bosch family

Bosch Rexroth solutions

Autonomous mobile robot (AMR) with its
Robot-control-unit running on ctrl = OS,
providing a platform for FOTA, localization,
obstacle detection and many more.

ACTIVE Mover high speed, high precision
linear motor powered conveyor system
based on powerful motion controller built
onctrl OS.

Bosch solutions

Collision Avoidance System

Bosch collision avoidance system for rail-business
with newest Bosch sensor generation,
connectivity-features and modular future-proofed
system architecture approach using ctrl OS.

rexroth
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ctriX OS

Ready to run on many devices

rexroth

A Bosch Company

waco

ctriX 0S OEM

DAL

Technologies

O congatec

integrate ctriX 0S
onto their devices

NOKIA

MX Industrial Edge

rexroth
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ctrlX SERVICES
Digital services for more efficiency

D';l ctrlX Device Portal

ctriX-os.com

> | ctriX AUTOMATION@ Youtube

Documentations

</
Rexroth Store

The place to be SR8  ctrX OS Community
—_— i oo
ctrlX-automation.com @ onllne 3.6 ctrIX Digital Service Assistant
self-services
mL
ctrlX Configurator {:(-):} ° 1] ctrlX OS Store

Training I,T'T\ﬁ @ ctrlX AUTOMATION@ GitHub

rexroth

A Bosch Company
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ctrlx-os.com
https://store.boschrexroth.com/Automation?cclcl=de_DE
https://www.boschrexroth.com/ctrlx-configurator/?_gl=1*5kpca5*_ga*MTc0MjAxNzI2MC4xNzIwMDE0MDEz*_ga_1TJGXV7Q4B*MTcyMTYyNzcxMy43NC4xLjE3MjE2Mjc3NDIuMzEuMC4w*_gcl_au*NjA3MjcyNzk5LjE3MTc3NDE3NjQ.*_ga_6YFL8JVC3S*MTcyMTYyNzcxMy43NC4xLjE3MjE2Mjc3NDIuMzEuMC4w
https://docs.automation.boschrexroth.com/welcome/
https://apps.boschrexroth.com/microsites/ctrlx-automation/en/
https://www.boschrexroth.com/web/ae8347fc-956a-4c90-9159-b07caf456f6c?s=download&num=10&q=XITE%20Trainings%20-%20Dates%20for%20English%20trainings%202022
https://community.boschrexroth.com/ctrlx-os-store-apps-oc2pqqwn/post/ctrlx-device-portal-qvgKaJ8AojKi7wB
https://community.boschrexroth.com/
https://www.youtube.com/playlist?list=PLRO3LeFQeLyONhPVR7IteO0OaBf3aeZRW
https://dsa.boschrexroth.com/?_gl=1%2a13v9z66%2a_ga%2aOTU5NzUxMDg5LjE2NzA4NDA4NDA.%2a_ga_6YFL8JVC3S%2aMTY4OTYwMTExOC4yOC4xLjE2ODk2MDEyMjMuMC4wLjA.
https://github.com/boschrexroth/ctrlx-automation-sdk
https://community.boschrexroth.com/

ctriX OS
Ecosystem

Together,
we are faster,

stronger and
better!

34
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